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At record speed

« 9+ large-scale commercial deployments

- Softbank, lliad, China Telecom, LINE corporation,
China Unicom, CERNET?Z2, China Bank, MTN Uganda, NOIA Network, ...

« 25+ HW linerate implementations
- (Cisco Systems, Huawel, Juniper
- Arrcus, Broadcom, Barefoot, Intel, Marvell, Mellanox, Kaloom
- Spirent, Ixia
- Multiple Interop Reports

. 11+ open-source platforms/ Applications

- Linux, FD.lo VPP, P4, iptables, nftables, snort, SERA, ExaBGP, GoBGP,
GoBMP, Contiv-VPP, ...



Segment Routing

- Source Routing
- the topological and service (NFV) path is encoded in packet header

. Scalability
- the network fabric does not hold any per-flow state for TE or NFV

. Simplicity
- automation: TILFA sub-50msec FRR
- protocol elimination: LDP, RSVP-TE, VXLAN, NSH, GTP, ...

+ End-to-End
- DC, Metro, WAN



Two dataplane instantiations

MPLS

« leverage the mature MPLS HW with only SW upgrade

v . 1 segment = 1 label
» g segment list = a label stack

Segment Routing

IPvb

- leverages RFC8200 provision for source routing extension header
- 1 segment = 1 address
- a segment list = an address list in the SRH




IPv6 provides reachability




Network requirements for today & beyond

High scale of network High-quality Connections | Network programmable
As 5G and cloud develops, | Low-latency & bandwidth Smart and
loT and virtual nodes bring guarantee enhanced user- that

in large number of network | experience. Such as cloud | allow service provision in
connections, which require | AR/VR services require low | hours instead of weeks.
delay, which driving the Also, easier to locate the
demand of faults in minutes instead
of days.




Network Scalability and Technology Shifting
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Network Scalability

IPv4 address space Is exhausted
IPvh Is Inevitable

IPvb Is growing faster than IPv4
Adopting IPv6 will show technology
leadership & enable business innovation

IPvb migration solutions are ready
Dual stack 1s recommended & widely deployed

IPvb enables advanced innovations
SRy, 5G, Cloud Computing & more futuristic
technologies are fueled by IPvb



Understanding Today’s Service Creation

Limited Cross-domain Automation, Cumbersome Service Assurance

—HN———

Complex E2E Quality of Service (QoS)

Legacy Cenftral Office

Ethemet @ MPLS (£ P ==¢

I
' Centralized Services Delivery

End-to-end service provisioning is lengthy and complex

« Multiple network domains under different management teams
« Manual operations

« Heterogeneous underlay and overlay networks




SR-MPLS: SDN ready
“Network as a Fabric” for Service Creation

Homogenous Cross-domain Automation & Assurance

SDN

Control
Cloud Scale Networking
Central Office

SDM

@ I i Data Center Domain

Centralized Services Delivery

End-to-end service provisioning Is simple

= Multiple network domains under same management teams
« Automated operations

= Homogenous underlay and overlay networks




SRv6: SDN, NfV, 5G ready
“Network as an API” for Service Creation

Homogenous Cross-domain Automation & Assurance

SDN
Control

Cloud Scale Networking
Central Office

SDM

Data Center Domain

i (] |

J Segment Routing v6 (transport, services and programmability)
-0 ; Cenfralized Services Delivery
ah

End-to-end service provisioning is integrated with NfV, SDN
» Multiple network domains under same management teams
» Automated operations

» Integrated underlay and overlay networks (NfV)

» Network as API (NfV/)

» Hyper Scale (5G)




L2/L3 Service over Classic MPLS + BGP-LU @

UNI L2/L3 Service UNI
< > |e >

P-LU SGP-LU

m

RSVP-TE (or LDP or SR-MPLS)
ISISv4

MPLS
@ ‘ . Domain . ‘ @
Remote Remote
Location Location

« This common design requires multiple protocols with significant complexity . Client device/router

« BGP-LU is used as a “shim layer” primarily to reduce the size of the IGP domain ‘ MPLS Node

« In many cases LDP or SR-MPLS are used instead of RSVP-TE, but overall, the
picture doesn’t change

Jtp 10, ZUlo0o 11



L2/L3 Servic
- LINI / ervice P LIMI
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SR-MPLS *~—=r-wmPs " SR-MPLS l
Metro B . .

@ . . Metro A

®

» This common design requires BGP-LU to stitch between domains within the SP
« Also commonly used to stitch between sub-domains within a domain

- BGP-LU adds a substantial tax of complexity and limits scalability

@

. Client device/router

. MPLS Mode
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Load-Balancing Challenges with MPLS

L4 L4
IP P
MPLS MPLS
BGP, Sernvice & FAT labs! L T Sl
imposed by A1 & A2 {note: cw - e
some platforms cannot MPLS (FAT) MPLS (FAT)
suppaort this function) MPLS (VC) MPLS (VC)
@ [weis eor) Lﬁ — | mPLs (BGP)
ETH MPLS (TE)
MPLS (FRR)
: ETH
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If no FAT label, P2 would
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IPv4 limitations & work-arounds

'll.‘

NetworkFunctions v
Reachability IPvd Header

Engineered Load Balancing MPLS Entropy Label, VxLAN UDP

VPN MPLS VPN’s, VxLAN

Traffic Engineering RSVP-TE, SR-TE MPLS

Source Routing SR-TE MPLS

Service Chaining NSH -

NSH
MPLS VPN / eVPN ~ work-arounds

VXLAN MPLS | J

]



SRv6 Solution

NetworkFunctons 6
Reachability IPv6 Header

Engineered Load Balancing IPv6 Header

VPN IPv6 Header

Traffic Engineering IPv6 Header

Source Routing IPv6 Header

Service Chaining IPv6 Header

'lllq,‘

IPv4 header (L3) i ..
_ Simplicity o=

(back to OS| model)

IPv6 header (L3)




Network Evolution

Service Protocols

L2 VPN services
L3 VPN services

Transport Protocols

Inter-Domain MPLS LSP

Intra-Domain Traffic Engineering
Fast Re-Route

Intra-Domain MPLS LSP
IP Routing

Data-Plane

L abel-based forwarding

LDP: Label Distribution Protocol, MP-BGP: Multi-protocol BGP, BGP-LU: BGF Labeled-Unicast, RSVWP-TE: Reservation Protocaol Traffic Engineerning

Y

h------’

]

’_-----------‘.

IPvb Header @
—

L2 VPN services (EVPN)

L3 VPN services

Inter-Domain SLA Traffic Eng.
Inter-Domain “LSP” via Summary

Intra-Domain Traffic Engineering
Fast Re-Route

Intra-Domain “LSP"

IP Routing

|P forwarding



L2/L3 Service over SRv6

LINI L2/L3 Service LN
- |4 - -
Summary Summary
oo | routes c|SuR routes SISVE
» I_.Iu.J'H. |S15vE ol 6

® o @ o @ e @

Remoie Hemote
Location Location

. Client device/router

. SRv6 Node

- SRv6 greatly simplifies the design
+ Eliminates BGP-LU, RSVP-TE, LDP

JCM 1V, cviUL



Load-Balancing with SRv6

L4 L4 L4
[ = IF
MPLS MPLS MELS
ETH | . ETH - ETH
1 IPvE IPvE 2 P2 will easily identify IPvE
Al & AZ map traffic flows to ETH ETH flows with IPvE flow ETH
IPvE flow [abel in the header. label in the header.
Pseudowire l
* --------------------------------------------------------------
ISISvE ISISvE ISISvE
€----mmmmm > L G T
3 No LAG|required

b

C
A1 Nx100G Nx100G
ECMP \ ECMP

ul Traffic is properly load-balanced across
P /,';,5,_! all ECMP links




Inter-Domain Using SRv6

LM LZ/L3 Service LN
. = [ = [ =
Summary Summary Summary Summary
routes routes routes routas
|SISvE |SISvE SISve
-+ P | 4 = |4 P

ISISVE SISvE
< “» >

@ . . Metro A . Core . Metro B . . @

« SRv6 eliminates the BGP-LU shim layer and significantly improves

. . . Client device/router
scalability through summarization ®

. SHve Node

e i Bt



SRv6 deployment status

Americas EMEA APJC

‘ 142 ‘ 160 96
@ Deployed

Active Testing
O Deployment Planned

— SoftBank f ree @ Rakuten Bdl .s' Telefénica I Mobile
liad cesnet § €2 sonwnz g, 0 tpPgiis B

LA J Ll
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SRV6
IPv6 Segment Routing Header
(SRH)




SRv6

- |Pv6 Header

« Destination [P address

ver

tc flow label
payload length next header

source address

destination address

hop limit

22

IPv6 Header



Network instruction

| ocator Function

» 128-bit SRve SID

- Locator: routed to the node performing the function

- Function: any possible function
either local to NPU or app in VM/Container

- Flexible bit-length selection

23



SRv6

- |[Pv6 Header

« Destination IP address

« Next header field:
« TCP, UDP, ICMP....

ver

tc

low label
payload length o hop limit

source address

destination address

source port destination port

sequence number

acknowledgment number

hlen

reserved

code bits window

checksum

urgent

options

TCP data

IPv6 Header

TCP Header



ver tc label

IPv6 Header

S RvO payload length hop limit
source address
- |Pv6 Header
destination address
- Destination IP address
ver hi tos length
+ Next header field: id flags|  fragment offset
« TCP UDP ICMP.... ttl protocol header checksum
« |Pv4, IPv6 source IP address

destination IP address

IP data

IP Packet




SRv6

- |[Pv6 Header

- Destination IP address

- Next header field:
« TCP, UDP, ICMP....

Pvd, [PvE, L2

ver tc
payload length

low label
C_ 143 ) noplimi

source address

destination address

destination MAC

destination MAC

source MAC

source MAC

ether type

L2 Payload

IPv6 Header

L2 Frame



SRv6

- |[Pv6 Header

- Destination I[P address

« Next header field:
« TCP, UDP, ICMP....
« |Pv4, IPvB, L2

« Hop by Hop, Dest. Options,
Fragmentation, Authentication
Header ...

ver

tc

label

payload Iaﬂth hop limit

source address

destination address

) payload len reserved

security parameters index

sequence number

authentication data

IPv6 Header

source port destination port

sequence number

acknowledgment number

hlen

reserved

code bits window

checksum urgent

options

|
TCP Header

TCP data




SRv6

- |Pvb Header

« Destination IP address
« Next header field:

TCP, UDP, ICMP....
IPv4, [Pvb, L2

Hop by Hop, Dest. Options,
Fragmentation, Authentication
Header ...

Routing Header
0 Source Route (deprecated)
1 Nimrod (deprecated)
2 Type 2 (RFC 6275)
3 RPL (RFC 6554)

ver tc flow label
payload length 43 hop limit
source address
destination address
next header | hdrextlen | routing type | segments left ‘-

I

Routing Header

IPv6 Header



SRv6

- |Pvb Header

- Destination |P address
- Next header field:

TCP, UDP, ICMP....
IPvd, IPvb, L2

Hop by Hop, Dest. Options,
Fragmentation, Authentication
Header ...

Routing Header
0 Source Route (deprecated)
1 Nimrod (deprecated)
2 Type 2 (RFC 6275)
3 RPL (RFC 6554)
4 SRH (RFC 8754)

RFC 2460

RFC 8754

ver

payload length

tc

flow label

43

source address

destination address

hop limit

next header

hdr ext len

4

segments left

first segment

flags

tag

SID[O]

SID[1]

SID[n-1]

Optional TLVs

IPvB Header

SRH



SRH

« Segment Routing Header

« First Segment

Pointer to very first SID

ver tc flow label
payload length 43 hop limit
source address
destination address
nextheader | hdrextlen 4 segments left B
flags tag
SID[O]
SID[1]
SID[n-1]

Optional TLVs

IPv6 Header

SRH



ver tc flow label

S R H payload length 43 hop limit
source address
« Segment Routing Header
. ACTIVE SID
« First Segment A~ e 2 ~
« Pointer to very first SID next heacer | her ext len
first segment flags tag
. Segments left =
| | e, SID[O]
« Pointer to Active SID 1O
« Active SID always In destination addr SID[1] /
ACTIVE SID
SID[n-1]

Optional TLVs

IPv6 Header

SRH



SID Structure -Locator

128 Bits Like IPvb address but different semantics

1111:2222:3333:4444:5555:6666:7777:8888

\ J \ J
Y Y

L ocator Function




SRv6 Full SID

?GP:2001 :db8:0:4:eeee::

SA:2001::1
DRA:2001:dbB:0:4: 2221
HH:IEvd




SID Structure

128 Bits Like IPv6 address but different semantics

1111:2222:3333:4444:5555:6666:7/777:8888

\ J \ \ J
Y Y )
Locator FunctidPadding
\ J\ J\ J\ \ J
Y Y Y Y Y
Block Node

D Function Argument Padding

Sep 18, 2018 34



SRv6 uSID




SRVG US|D format SRV6 Encapsulation

SRA:2001::1
DR:2001:db8:0:4:1:0:0:0
HH:EH

0100 © =SRV6 uSID Type: 4 (s

HH:IFvd|5L:1

Segment List:

[0]: 2001:dbB:0:5:45:0:0:0
I | [1]: 2001:db8:0:4:1:0:0:0

16 bits here, but can be anything e,

[3]: 2001:db8:0:2:1:0:0:0

[4]: 2001:db8:0:1:42:0:0:0

SA:7.5.4.3
DA:11.6.19.71

SRV6 uSID Container Port:UDP

A UDP Header/Data

2001 :0db8 : 0100 : 0200 : 0300 : 0400 : 0500 : 0000

' o B * SRV6 uSID Encapsulation
||_ USID uSID uSID FoC SA:2001::1

DA:2001:dk8:100:200:300:400:500: :

2 3 4 6 MH:IPvd

32 bits here, R
but can be anything Port:UDP
J UDF Header/Data
Y




SRv6 uSID F3216

BGP:2001:db8:4:eeee::

SAc2001: i1
DA:200)1:dbB:4:ecee:
HH:IPFV4




SRvo uSID More Than 6 SIDs?

100->200->300->400->500->600->700->800->900->a00->b00
Carrier 1 2007 - 0db8 : 0700 : 0200 : 0300 : 0400 : 0500 : 0600

Carrier 2 2007 : 0db& : 0700 : 0800 : 0900 : 0a00 : 0b0OO0 : 0000

SA:2001::1

DA:2001:dbB8:R00:H00:H00:H00:B00:600

NH: R4

— Shift & Forward
NH:IPv4|SL:0 END of Carrier

Segment List: -> IS there SRH?

[0]: 2001:db8:700:800:900:a00:b00:: Decrement SL
SA:7.5.4.3 Copy New SID (Carrier)
DA:11.6.19.71 PSP

Port:UDP

UDP Header/Data



SRv6 uSID Configuration

segment-routing __#__#--f'"'f- |
Srve fff,f ffﬁfﬁf
locators _— —

e o

locator MAIN =
micrm-segment*behaviﬂr unode psp-usd
prefix fcbb:bb00:1::/48

Sep 18, 2018

Locator Prefix

39



SIS Extensions




SRv6 ISIS Configuration

router isis 1
address-family ipv6 unicast

segment-routing srveé |
locator MAIN «— — NName Ol the LOoCat

This will result In:

 |ocator Is advertised

 UuN function Is advertised

* UA for each ISIS interface is allocated and advertised



BGP

VPNv4 :10.10.22.0/24

» No Changes Required! NH2001:3
RT -1:1
uDT4- fcbb:bb00:3:e002::
IPv4 :10.10.22.0/24 IPv4 :10.10.22.0/24
o+ NH:10.1.21.1 . NH:10.3.22.22
eBGP eBGP

|Py6 Locator - fcbb:bb00:3::/48

10.1.21.21
10.1.21.1

10.3.22.3
10.3.22.22

uDT4 - fcbb:bb00:3:e002::

"
n

n

o
N
N
S,
j



L3 VPN Dataplane

SA:2001::1
DA: fchb:bbh00: 3:e002: :
NH:IFv4d

S5A:10.10.21.10
DA:10.10.22.10
HH:TDP

UDP Header/Data

5A:10.10.21.10 SA:10.10.21.10
DA:10.10.22.10 DA:10.10.22.10
RH:TDP HH:TUDP

IDF Header/Data UDP Header/Data

10.3.22.3

10.1.21.1

10.1.21.21
10.3.22.22

uDT 4- fcbb:bb00:3:002::



SRv6 L3 VPN Configuration

router bgp 1
address-family vpnv4 unicast
vrf BestEffort
rd 1:1
address-family ipv4 unicast
segment-routing srveé
locator

alloc mode per-vrf Single DT function Is allocated

per VRF and AF

This will result In:
« uDT4 function iIs allocated

« All prefixes are advertised with uDT4 function



SRv6 Feature Support for Cisco 10S-XR
Platforms

LSR: ISIS (incl. Ti-LFA / uLoop / Flex-Algo)
OAM (Ping, Traceroute, SID Verification)
SRv6 PM (Delay, Loss, Liveness)

Seamless Migration (F1 -> uSID + Dual-
mode)

L3 Services: VPNv4 [ VPNvE

L3 Services: IPv4 / IPv6 Intemnet (GRT)
L2 Services: EVPN-VPWS (ELINE P2P)
L2 Services: EVPN (ELAN BD)
SRvBTE: SRv6 PCE (ODN)

SRvETE: Headend w/ Explicit Path
Path Tracing




Reference
Cisco Live
https://www.ericsson.com/en/blog/2023/5/bright-future-of-srvé



https://www.ericsson.com/en/blog/2023/5/bright-future-of-srv6

Thank You!!!

WWW.mm-ix.net
info@mme-ix.net



http://www.mm-ix.net/
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